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Creating strong passwords 

You'll need to create a password to do just about everything on the Web, from checking your email to online 
banking. And while it's simpler to use a short, easy-to-remember password, this can also pose serious risks to 
your online security. To protect yourself and your information, you'll want to use passwords that are long, 
strong, and difficult for someone else to guess while still keeping them relatively easy for you to remember. 

Tips for creating strong passwords 

A strong password is one that's easy for you to remember but difficult for others to guess. Let's take a look at 
some of the most important things to consider when creating a password. 

 Never use personal information such as your name, birthday, user name, or email address. This type of 
information is often publicly available, which makes it easier for someone to guess your password. 

 Use a longer password. Your password should be at least six characters long, although for extra  
security it should be even longer. The best defense is length. Longer passwords don’t need to be complex 
and hard to remember.  

 Don't use the same password for each account. If someone discovers your password for one account, 
all of your other accounts will be vulnerable. 

 Avoid common words like “password” or “123456.”  
 Don’t share your password with others. Passwords should be kept private.  

 Use short phrases like “cowshelpmakecheese.” 
 Try to include numbers, symbols, and both uppercase and lowercase letters. 

 Avoid using words that can be found in the dictionary. For example, swimming1 would be a weak  
password. 
 

Random passwords are the strongest. If you're having trouble creating one, you can use a  
password generator instead. 

If you use a password generator, you may also want to create a mnemonic device to make the password easi-
er to remember. For example, H=jNp2# could be remembered as HARRY = jessica NORTH paris 2 #. This may 
still feel pretty random, but with a bit of practice it becomes relatively easy to memorize.  

Internet Safety  

Password Generator 

What is cybersecurity? 

is the practice of deploying people, policies, processes and technologies to digital information  

(and organizations) on your computer/devices and in the cloud. 

http://strongpasswordgenerator.com/
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Using password managers 

Instead of writing your passwords on paper where someone might find them, you can use a password 
manager to store them securely online. Password managers can remember and enter your password on 
different websites, which means you won't have to remember longer passwords. Examples of password 
managers include LastPass, 1Password, and Google Chrome's password manager. 

Your browser's security features 
Your computer faces different threats whenever you browse the Web, including viruses, malware, and 
spyware. The good news is your web browser has a lot of built-in security features to help protect your 
computer. Let's take a look at some of the most important features you should know about, as well as 
some simple tips you can use to stay safe online. 

Check the web address 

Malicious websites often use deceptive web addresses to trick users. For example, www.wellfargo.com 
looks similar to www.wellsfargo.com, but it's missing the s in the middle. 

Double-checking the domain name is a good way to ensure you're going to the real, trusted site—not a 
phony site with a similar web address. Some web browsers will even try to make the domain name easier 
to read. In the example below, you can see that wellsfargo.com uses a darker color in the address bar. 

Safety with Your Internet Browser 

https://lastpass.com/
https://1password.com/
http://support.google.com/chrome/bin/answer.py?hl=en&answer=95606
http://www.wellfargo.com
http://www.wellsfargo.com
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Look at the security symbol 

Some websites will display a lock symbol in the address bar. This is most commonly seen with certain types of 
websites, like online stores and banking sites. This means the website is using an HTTPS connection, which 
makes it safe to enter your personal information. You'll also see https at the beginning of the URL. 

You won't see this symbol on all websites, and that's OK—not all websites need this extra layer of security. 
However, you should avoid entering any sensitive information, such as your credit card number, if you don't 
see this symbol in the address bar.  

Update your browser regularly 

New viruses and malware are created all the time, so it's important to update your browser regularly. Your 
browser will usually notify you when it has an update available, but you always have the option to update 
manually. In this example, we're updating Google Chrome to the most recent version, but the exact update 
procedure will vary depending on your browser. 
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Phishing 

Phishing scams are messages that try to trick you into providing sensitive information. These often appear 
to come from a bank or another trusted source, and they'll usually want you to re-enter a password, verify a 
birth date, or confirm a credit card number. Phishing messages may look real enough at first glance, but it’s 
surprisingly easy for scammers to create convincing details. 

Questions to Help Recognize Online Fraud and Scams 

Have you heard of the person or organization before?  
Can you tell who the email message is from?  
Does the email have mistakes?  
Are they asking for your information?  
Are they trying to rush you into a quick action?  
Is it too good to be true? 

Dos and Don’ts to Avoid Scams  

Don’t 

 Give any personal information to something that could be a scam. This includes name, email address, 
credit card number, or password. 

 Reply to or engage with the fraudster. Doing this can notify the scammer that they’ve reached a real 
person, which can result in more scam emails. 

 Click any links or buttons. Doing this can take you to untrustworthy websites. 

 Download any files or attachments. They could contain viruses or malware that harm your computer or 
collect your personal information.  

 
 

Do 

 Be skeptical. If you think something may be a scam, it probably is. 

 Read emails carefully. Remember to read emails and text messages carefully, checking to make sure 
you know the sender. Apply the other tips we presented to determine if something is a scam. 

 Look up information on your own. Do look up contact information, information on a company, or, your 
account information on your accounts on your own. Go directly to the company website or to your own 
account information to check. Don’t go to any website through the scam email.  
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Similar Addresses 

Urgent Subject Line 

Fraudulent emails often use subject lines that look important and show concern for your safety. Who would-
n't be concerned about an alert on a bank account! 

Logo Fraud 

Misleading Link 

Sense of Urgency 

Spam and phishing are common problems, but there are many other types of email scams you may 
encounter. Some will promise to give you a lot of money if you advance a small amount upfront. 
Others may pretend to be from people you know in real life, and they'll often ask you to send money 
or download an attached file. 

As with spam and phishing scams, remember to trust your best judgement. You should never send 
someone money just because you've received an email request. You should also never download 
email attachments you weren't expecting because they might contain malware that could damage 
your computer and steal your personal information. 

Phishing scams often suggest that failure to respond immediately will result in negative 
consequences, like a freeze on your bank account. 

Just because this link says www.bankofamerica.com doesn't mean that's where it will go. We recommend 
not following links from this type of email. Instead, type the web address into the address bar so you'll know 
exactly where you're going. 

Scammers often create websites and email addresses that use slight variations of the real address. If you 
look closely at this address, you'll notice that it's actually from bankofamercan.com. 

Other Ways to Spot a Scam 

It's easy to make a copy of any logo. This one looks identical to Bank of America's official logo, but it doesn't 
make it any more authentic. 

http://www.bankofamerica.com
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Spam filters 

Whenever you receive an email, most email providers will check to see if it's a real message or spam. Any 
likely spam messages will be placed in the spam folder so you don’t accidentally open them when checking 
your email. 

Spam-blocking systems aren’t perfect, though, and there may be times when legitimate emails end up in 
your spam folder. We recommend checking your spam folder regularly to make sure you aren’t missing any 
important emails. 

Many email services also have a feature you can use to mark emails as spam. In Gmail, for example, you can 
select the message and click the Mark as Spam button. This helps your email provider filter out these types of 
messages in the future.  
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How to report Scams & Crimes 

 

The best website to report scams to is reportfraud.ftc.gov .  

If anyone has taken advantage of you through a scam and a crime has occurred (loss of 

money or possessions), please also report this to your local police.  


